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Your Business has been TN ROSe FULBRGH

Hacked:
Now What?

What BCACC Members should know about cyber incidents,
the experts that can help and the role of insurance



AGENDA

An update on cyber threat intelligence
The State of the Cyber Insurance Market
Protecting Your Network System

Who to call - The Role of Breach Counsel

The Insurance Offering for the BCACC
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Mitchell & Abbott

Since 1921, the Mitchell & Abbott Group Insurance Brokers has a proven track record when it comes to providing insurance
protection to commercial clients, regardless of the size or nature of their operations. Mitchell & Abbott is a member of the
Navacord group of companies and has a specialization in developing insurance solutions for membership associations across
Canada. Mitchell & Abbott is proud to represent the BC Association of Clinical Counsellors when it comes to membership

insurance needs

The Right Insurance Protection For You

Navacord

Navacord is a leading insurance and risk management brokerage firm dedicated to providing expert solutions to
businesses and individuals across Canada. Navacord preserves the independence of its broker partners and builds on
the deeply rooted, long-standing business relationships of its top experts who are making a difference in the
communities they serve.

Local Touch. National Strength.

Norton Rose Fulbright

A global law firm with more than 3,000 lawyers and legal staff advising clients across more than 50 locations
worldwide. NRF is recognized for its client service in key industries, including a global cybersecurity and data privacy
practice composed of 80 dedicated lawyers based in the world’s key jurisdictions. The practice group is recognized by
the world’s top insurance companies by appointment to the breach response panels of their claim's teams.

Law around the world
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Cyber
Trends

David McCandless &
Tom Evans

Information is
beautiful

Sources: New York
Times, Forbes, The
Guardian, Tech Radar,
BBC, PC Mag, Tech
Crunch & others
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Cyber Trends
World’s Biggest Data Breaches & Hacks

2024

MGM
David McCandless & @
Tom Evans @ X (Twitter)
Information is - Indonesias
beautiful @ - health agency e
LastPass @.

i o}
Sources: New York
Times, Forbes, The ) Twitter
Guardian, Tech g Indonesian SIM Shanghai Police
Radar, BBC, PC Mag, CCIrdS “one billion"
Tech Crunch & . [ 13bn .
others 2022 3 : : @ Uber

Facebook
e 533m = : _ _ Thailand
Amazon : - visitors
L R Conoc d
data | Syniverse
Experian Pakistani unknown
gord] Microsoft moE;Ie
S - operators
1=) i 220m 250m Peu5m
MITCHELLEABBOTT Canva TR
INSURANCE BROKERS 13gm = )"“—#  Ho
2020 Dubsmash » « <= @. g * o 4



Cyber Threat Landscape

- According to the World Economic Forum,
cybersecurity is in the top 10 most
serious risks for companies for the next
decade as it impact:

- Operations

- Reputation

- Finances

- Legal Obligations

- Boards and Senior Leadership Teams are
focused on building cyber resiliency,
whereby a victim organization bounces
back from a cybersecurity incident

- Numerous cyber threats but key ones to
focus on: Ransomware, Data theft, DDoS
and Business email compromise (also
known as BECSs)

$6.94 million

The average cost of a cybersecurity breach to businesses in
Canada according to IBM

$300,000

Average ransomware payment (Canada)

42%

Organizations that paid ransom which managed to have
their data completely restored (Canada)

14%

Of incidents in 2022 had human error as a factor, according
to Verizon’s Data Breach Investigations Report (2023)

43%

Of worldwide ransomware attacks were targeting industrial
organizations and infrastructure in North America
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Ransomware Attacks

Industries Impacted by Ransomware Q2 2024

Utilities , E—y Automobile
3.4% 0.8%
Software Services / Consumer Services
6.7% 9.2%
Retailing Financial Services
Real Estate e
1.7%
Public Sector
12.69
" Food & Staples Reta...
6.7%
Healthcare
Professional Services 14.3%
18.5% Insurance
3.4%
Media Materials
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Ransomware Impacted Companies by Size (Employee Count)
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3.4%

11 to 100
34.5%

BC ASSOCIATION ‘ |

of CLINICAL "
COUNSELLORS



Phishing & Social Engineering WIEEEIEAT A\ NAVACORD

Social Engineering is Responsible for 98% of Cyberattacks: In 2023, the total financial impact of social engineering attacks
According to IBM, human error is the root cause of 98% of globally was estimated at $4.2 billion, projected to rise to $4.8
cybersecurity breaches, many of which stem from social billion in 2024(Sci-Tech Today).

engineering tactics.
70% of organizations globally reported
Phishing attacks increased by ~ Social Engineering Frequency and Losses: experiencing at least one social

a whopping 1,265% in 2023,  Social engineering crimes have escalated, with engineering attack in 2023, with this

thanks in part to the growth . . . figure expected to rise to 75% in
of generative Al(GenAl), busme§s ema|I.comprom|se (BEC) schemes 2024(Sci-Tech Today).
according to "The State of becoming 15 times more frequent, leading to

Phishing 2023" report from average losses of over $326,000 per

SlashNext. The Anti-Phishing ;i .
incident (USI Insurance Services).
Working Group (APWG) ( )

observed almost 1.3 million While 48% of all SMBs have experienced a

phishing attacks in the cyberattack, 43% of them have challenges

Small businesses are especially
second quarter of 2023, ) ) . o
representing the third- vulnerable, experiencing 350% understanding what security is actually

highest quarterly total ever more social engineering required, according to the Sage Group.

observed by the group. attacks than larger
enterprises (Firewall Times).



https://www.sci-tech-today.com/stats/social-engineering-statistics/
https://firewalltimes.com/social-engineering-statistics/
https://www.sci-tech-today.com/stats/social-engineering-statistics/
https://www.usi.com/executive-insights/executive-series-articles/featured/property-casualty/q4-2021/tips-to-prevent-skyrocketing-costs-related-to-social-engineering-fraud/

Cyber Trends and Insurance

Basic Web.
Application
Attacks

Denialof
Service
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Errors.
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State of the Canadian Cyber Insurance Market A ] A

Discussions regarding network security posture have become key. Without strong
responses to the following types of questions the availability of coverage for most
organizations has become challenging:

Is multi-factor authentication (MFA) implemented for remote network access, e-mail systems, and
privileged accounts?

Are all remote desktop protocol (RDP) ports closed or placed behind a VPN that is protected by MFA?
Is privileged account access limited to those who need access?

Do you use at least one e-mail filtration solution, such as, Sender Policy Framework (SPF),
DomainKeys ldentified Mail (DKIM), or Domain-based Message Authentication, Reporting &
Conformance (DMARC)?

Do you use a next-gen antivirus solution?

Do you use an endpoint detection and response (EDR) solution?

Is at least one copy of backups stored off-site or in the cloud?

Do you have an Incident Response Plan and do you test it with Table Top Exercises?
Do you have a comprehensive employee cybersecurity hygiene training regime?
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“We want to make it easie

you.to identify and address any potential

cybersecurity gaps at your organization. Cybersecurity-experts-are here
to help you ensure that your business is protéeted from cyberattaeks.”

-Victor

Victor is offering a free cyber assessment & consultation (valued at $397 CAN).

WHAT CAN YOU EXPECT DURING A CYBER ASSESSMENT CALL?

In 20 minutes or less”, a cybersecurity expert will:

1. Questionnaire

Guide you through a
sernes of questions about
yOur company's
cybersecurity operations
and practices, including
‘he policies that you
wrrenthy have in place.

2. Scorecard

Provide yvou with a
customized cyber
assessment scorecard
based on your responsas
to a series of questions.
They'll walk you through
your customized cyber
assessment scorecard
and answer any
questions or concerns
that you may have.

3. Recommendations

Give you
recommendations on
next steps and the
additional cybersecurity
service packages
available to you. Victor
policyholders receive up
to 30% off these
packages.

To get started: Click Here to book your cyber assessment appointment online.

ABOUT MITCHELL & ABBOTT

4. Report

Last, but not least,
provide you with a
comprehensive
cybersecurity report.
This detailed formal
report will help create
the basis for a
cybersecurity action plan
for your company.

Mitchell & Abbott Insurance Brokers is a full-service brokerage firm that has been delivering tailored insurance
solutions for businesses, professionals, and individuals for over 100 years. With a client-first approach, we offer a
wide range of products, including commercial, personal, and specialty coverages. Qur expertise spans industries
such as healthcare, construction, manufacturing, hospitality, and professional services. Known for personalized
service, competitive pricing, and strong industry partnerships, we also provide exclusive insurance programs
tailored to meet specific industry needs.



Next Steps in Cyber Lifecycle  mummamm A naicor
You are prepared! You have gotten help:

\ \

@l@ AUDITED YOUR NETWORK SYSTEM

\'

A
E REVIEWED YOUR VENDOR CONTRACTS
____\

N
% SECURED YOUR DATA

% PURCHASED YOUR INSURANCE COVERAGE

NOW WHAT? = -
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The Role of Breach Coach and
the Investigative Process

John Cassell, Partner

Canadian Co-Head of Information Governance, Privacy and
Cybersecurity




Cyber Breach Counsel

 What does a breach counsel do?

— Guide organizations and indivdiuals through all elements of a data breach incident.

Goal is to assist in minimizing risk and damages arising out of the incident.

— Breach counsel has unique perspective of being involved in all elements of the
iIncident response. Assistance includes:

@)

©)

©)

©)

@)

Retaining incident response vendors (forensics, ransom negotiator,
communications, restoration, credit monitoring, mailing services);

Directing privileged investigation into incident;

Advising on legal requirements (reporting/notification);

Assisting with incident communication strategy; and
Responding to investigations and litigation arising out of incident

* Much of incident response work streams are confidential or subject to legal privilege
and largely unknown to external parties.

A
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Role of External Legal Counsel

Key Steps in the

Breach

Response

Timeline

Containment

Restoration &
Remediation

Forensics

Retain
Vendors

Digital Forensics

Crisis
Communications

Data Mining

Credit Monitoring

Legal
Regulatory

Notifications to
Affected Parties

Reports to Regulators

Business Partners

Litigation / Regulatory
Investigations

Asserting legal
privilege (where
appropriate)

Communications
protocols

Coordinating with
Law Enforcement

Cross Border Issues



How to Approach Ransomware Incidents

In the first

24 hours

Two swim lanes:

Verify viability of backups and ability
to restore without decryptor

Engage with the threat actor

Quickly identify sensitive
data and impact if leaked
publicly (if exfiltrated)

Determine whether any
obligations to notify patients,
business partners or vendors
have been triggered

Develop & roll out
communication to staff and
other stakeholders

Engage a vendor without
consideration to legal privilege

Directly engage with or
negotiate with threat actor

Put out any statement without
legal review

Create documents or reports
without legal guidance

Discuss the incident with
individuals or organizations:
Avoid speculation

Avoid discussing matters “off the record”



Containment

* Engagement of incident response and forensic
experts by Breach Counsel under privilege

« Direction of privileged forensic investigation
— Creation of incident response SOW
« |nitial Breach counsel considerations during containment phase:
— Scope of Incident - What systems are impacted?
— Ransom note? (Do not engage the threat actor!)
— Evidence of data exfiltration/theft ?
— Operational Status?
— Attack vector known?

— Immediate containment steps possible?

] NRF



Forensic Investigation

Conducted by third party forensic firm at the direction of legal counsel
Importance of maintaining privilege over investigation and reports

— Be mindful about relying on existing service agreements — enter into a new statement of
work/agreement related to the specific incident at hand

Scope of forensic investigation typically includes:

— Root cause of incident

— Attack vector

— Data exfiltration / unauthorized access

— Remediation recommendations (included in separate report)
Limit sharing of forensic report regarding

— Requests from auditors, customers, vendors, other third parties
— Consideration of other avenues to provide responses

A
] NRF



Standalone Cyber Insurance Policies

Incident Response: Coverage for an actual or suspected cyber incident for costs related to retaining a
“breach coach” and third-party computer expert services to determine the scope of the incident. Notification,
credit monitoring, call center and public relations services may also be covered depending on the scope.

Network Extortion: Coverage for extortion monies and associated expenses arising out of a criminal threat
to release sensitive information or bring down a network

Data Recovery: Coverage for costs incurred to replace, restore or recollect data which has been corrupted
or destroyed as a result of an incident.

Business Interruption: Coverage for loss of income and extra expense arising out of the interruption
of network service due to the incident.

Cyber, Privacy and Network Security Liability: Coverage for third party demands following data breach or
failure of network security;

Payment Card Loss: contractual liabilities owed to payment card industry firms as a result of a cyber incident;
Regulatory fines and penalties (where legally insurable);
Media liability: Coverage for liability following defamation or infringement online;

Defense costs: Coverage for legal fees to defend against third party claims.
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Protect Your Business

from Cyber Threats

Cvber insurance provides coverage for financial
losses that result from cyber-attacks or data
breaches. This includes costs associated with
data recovery, legal claims, and regulatory fines.

At Mitchell and Abbott, we offer tailored solutions that address the
specific neaeds of yvour business, keeping yvou protected in an
increasingly digital landscape.

PROTECT AGAINST CYBER THREATS

=  Social Engineering Fraud Coverage: Protects individuals and
organizations from financial losses caused by deceptive practices
where victims are trickad into transferring money, sensitive data,
or other valuable assets to fraudulent parties. These attacks
typically involve criminals posing as trusted individuals—such as
executives, vendors, or clients—to manipulate victims into taking
harmful actions.

= Data Breach Coverage: Protects against costs of lost or stolen
data, including customer notifications, credit monitoring, and
legal fees.

=  Cyber Extortion: Provides coverage for ransom payments and
related costs from ransomware attacks.

= Regulatory Fines: Ensures compliance and covers legal defense
costs or fines imposed by regulatory bodies after a breach.

= Third-Party Liability: Protects against claims from customers or
partners affected by your breach.

=  Business Interruption: Cowvers lost income and operational

CYBERSECURITY BEST
PRACTICES

Understanding and being able to
identify potential online fraud
techniques is the key to keeping
your company safe, Use the
following tips to protect your
intangible assets and ensure
protection against a data breach:

" Mewver give sensitive information
like social insurance numbers or
credit card numbers out over the
phone unless you know the
person on the other line.

Shred _all credit reports and other
sensitive data before disposal.

Annual training on Cyber Security.
Educate employees about the
potential risks.

" Always monitor credit reports and
other financial data for the
company. If you see things that
don't belong, investigate.

LY

LY

*" Do not allow employees to write
down passwords in the office.

L

Always encrypt sensitive data.

Use Multi Factor Authentication
for cloud-based services and
remote access.

L

+ Regular back-ups of critical data
to a separate location (Le.
offline/disconnected hard drive).

" Implement loss contral measures
such as; antivirus software, a
firewall, regular software updates.

Ly

Implement an endpoint detection
and response (EDR) solution.

LY

If yvour company doesn't have an
IT department, hire an outside
company to set up the proper
security measures for your
computer netwao

+* Purchase Cyber Liability
Insurance.

Deductible

A1 Security Liability Coverage, A2, Privacy
Liability Coverage, A.4. Regulatory
Proceedings Coverage

$2,500.00 CAD

$500,000.00 CAD each Claim

$500.,000.00 CAD Aggregate each

"Mamed Insured”

AND

B.1. Breach Cost Coverage, B.2. Cyber
Extortion Coverage, B.3. Digital Asset
Replacement Cost Coverage

$2,500.00 CAD

$100.000.00 CAD each Claim

$100,000.00 CAD Aggregate each

“Named Insured”

AND

B. 10. Social Engineering Funds Transfer Fraud
Event, B. 11. Social Engineering Theft of Funds
Held In Trust Coverage, B. 12. Social
Engineering Theft of Personal Funds

$2,500.00 CAD

$25,000.00 CAD each Claim

$25,000.00 CAD Aggregate each “Named

Insured”

Coverage is contingent on the submission of a Warranty Statement which confirms that the following cyber

controls are in place:

= Multi factor authentication (MFA) for cloud-based services (such as cloud-based email account access) and for
all remote access to yvour networlg or, the business will use Jane, Clinicmaster, Owl Practice or Practice Perfect,

with MFA (or2FA) enabled.

= Regular back-ups of critical data to a separate location (such as an offline/disconnected hard drive) that would
be unaffected by an issue within your Environment.

= Annual training on Cybersecurity.

= Implement loss control measures such as: Antivirus software, a firewall, and for regular software updates.

Program aggregate $10.000,000 each Policy Period for all payments under all Coverages combinad for all

Subscribers under each certificate.

Annual premium starting as low as $201.

expenses due to a cyber-attack or system failure.

Local Touch. Mational Strength ™
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Higher coverage limits are available upon request.
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Key Takeaways:

® The cyber insurance market continues to mature in
response to new threats

® Take advantage of services to help protect your network

® Be familiar with the lifecycle of how a cybersecurity
incident is managed - who to call

®* Know your insurance coverage and what it can do for you
that is unique to your business
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