
What BCACC Members should know about cyber incidents, 
the experts that can help and the role of insurance

Your Business has been 

Hacked:
Now What?
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J.P. Mitchell (Moderator)
Managing Partner,

Mitchell & Abbott 
Group

Mitchell & Abbott
Since 1921, the Mitchell & Abbott Group Insurance Brokers has a proven track record when it comes to providing insurance 
protection to commercial clients, regardless of the size or nature of their operations. Mitchell & Abbott is a member of the 
Navacord group of companies and has a specialization in developing insurance solutions for membership associations across 
Canada. Mitchell & Abbott is proud to represent the BC Association of Clinical Counsellors when it comes to membership 
insurance needs

The Right Insurance Protection For You

Our Speakers

John Cassell
Partner, Canadian Co-Head 

of Cybersecurity & Data 
Privacy

Norton Rose Fulbright

Norton Rose Fulbright
A global law firm with more than 3,000 lawyers and legal staff advising clients across more than 50 locations 
worldwide. NRF is recognized for its client service in key industries, including a global cybersecurity and data privacy 
practice composed of 80 dedicated lawyers based in the world’s key jurisdictions. The practice group is recognized by 
the world’s top insurance companies by appointment to the breach response panels of their claim's teams.

Law around the world

Navacord
Navacord is a leading insurance and risk management brokerage firm dedicated to providing expert solutions to 
businesses and individuals across Canada. Navacord preserves the independence of its broker partners and builds on 
the deeply rooted, long-standing business relationships of its top experts who are making a difference in the 
communities they serve.

Local Touch. National Strength.

Patrick Bourk
Vice President

Cyber & Professional Lines

Navacord
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Cyber Trends
World’s Biggest Data Breaches & Hacks



• According to the World Economic Forum, 

cybersecurity is in the top 10 most 

serious risks for companies for the next 

decade as it impact:

• Operations

• Reputation

• Finances

• Legal Obligations

• Boards and Senior Leadership Teams are 

focused on building cyber resiliency, 

whereby a victim organization bounces 

back from a cybersecurity incident

• Numerous cyber threats but key ones to 

focus on: Ransomware, Data theft,  DDoS 

and Business email compromise (also 

known as BECs)

Cyber Threat Landscape

6

$6.94 million
The average cost of a cybersecurity breach to businesses in 

Canada according to IBM

$300,000
Average ransomware payment (Canada)

42%
Organizations that paid ransom which managed to have 

their data completely restored (Canada)

74%
Of incidents in 2022 had human error as a factor, according 

to Verizon’s Data Breach Investigations Report (2023)

43%
Of worldwide ransomware attacks were targeting industrial 

organizations and infrastructure in North America



Ransomware Attacks



Phishing & Social Engineering

Social Engineering is Responsible for 98% of Cyberattacks: 
According to IBM, human error is the root cause of 98% of 
cybersecurity breaches, many of which stem from social 
engineering tactics.

In 2023, the total financial impact of social engineering attacks 
globally was estimated at $4.2 billion, projected to rise to $4.8 
billion in 2024​(Sci-Tech Today).

Small businesses are especially 
vulnerable, experiencing 350% 
more social engineering 
attacks than larger 
enterprises ​(Firewall Times).

70% of organizations globally reported 
experiencing at least one social 
engineering attack in 2023, with this 
figure expected to rise to 75% in 
2024 ​(Sci-Tech Today).

Social Engineering Frequency and Losses: 
Social engineering crimes have escalated, with 
business email compromise (BEC) schemes 
becoming 15 times more frequent, leading to 
average losses of over $326,000 per 
incident ​(USI Insurance Services).

While 48% of all SMBs have experienced a 
cyberattack, 43% of them have challenges 
understanding what security is actually 
required, according to the Sage Group. 

Phishing attacks increased by 
a whopping 1,265% in 2023, 
thanks in part to the growth 
of generative AI(GenAI), 
according to "The State of 
Phishing 2023" report from 
SlashNext. The Anti-Phishing 
Working Group (APWG) 
observed almost 1.3 million 
phishing attacks in the 
second quarter of 2023, 
representing the third-
highest quarterly total ever 
observed by the group. 

https://www.sci-tech-today.com/stats/social-engineering-statistics/
https://firewalltimes.com/social-engineering-statistics/
https://www.sci-tech-today.com/stats/social-engineering-statistics/
https://www.usi.com/executive-insights/executive-series-articles/featured/property-casualty/q4-2021/tips-to-prevent-skyrocketing-costs-related-to-social-engineering-fraud/


Cyber Trends and Insurance



Local Touch. National Strength.

State of the Canadian Cyber Insurance Market

*

*

Discussions regarding network security posture have become key.  Without strong 
responses to the following types of questions the availability of coverage for most 
organizations has become challenging:

Is multi-factor authentication (MFA) implemented for remote network access, e-mail systems, and 
privileged accounts?

Are all remote desktop protocol (RDP) ports closed or placed behind a VPN that is protected by MFA?

Is privileged account access limited to those who need access?

Do you use at least one e-mail filtration solution, such as, Sender Policy Framework (SPF), 

DomainKeys Identified Mail (DKIM), or Domain-based Message Authentication, Reporting & 
Conformance (DMARC)?

Do you use a next-gen antivirus solution?

Do you use an endpoint detection and response (EDR) solution? 

Is at least one copy of backups stored off-site or in the cloud?

Do you have an Incident Response Plan and do you test it with Table Top Exercises?

Do you have a comprehensive employee cybersecurity hygiene training regime?



Cyber Bulletins



AWARENESS TRAINING

NOW WHAT?

PURCHASED YOUR INSURANCE COVERAGE

SECURED YOUR DATA

REVIEWED YOUR VENDOR CONTRACTS

AUDITED YOUR NETWORK SYSTEM

✓

Next Steps in Cyber Lifecycle
 You are prepared! You have gotten help:

✓

✓

✓

✓



Norton Rose Fulbright Canada LLP
Privileged & Confidential

The Role of Breach Coach and 
the Investigative Process

John Cassell, Partner
Canadian Co-Head of Information Governance, Privacy and 
Cybersecurity 



• What does a breach counsel do?

– Guide organizations and indivdiuals through all elements of a data breach incident.  

Goal is to assist in minimizing risk and damages arising out of the incident.

– Breach counsel has unique perspective of being involved in all elements of the 

incident response.  Assistance includes:

o Retaining incident response vendors (forensics, ransom negotiator, 

communications, restoration, credit monitoring, mailing services);

o Directing privileged investigation into incident;

o Advising on legal requirements (reporting/notification);

o Assisting with incident communication strategy; and  

o Responding to investigations and litigation arising out of incident

• Much of incident response work streams are confidential or subject to legal privilege 

and largely unknown to external parties.

Cyber Breach Counsel 



Role of External Legal Counsel

Key Steps in the 

Breach 

Response 

Timeline

Coordinate 
Breach 

Response

Containment

Restoration & 
Remediation

Forensics

Digital Forensics

Crisis 
Communications

Data Mining

Credit Monitoring

Notifications to 
Affected Parties

Reports to Regulators

Business Partners

Litigation / Regulatory 
Investigations

Asserting legal 
privilege (where 

appropriate)

Communications 
protocols

Coordinating with 
Law Enforcement

Cross Border Issues

Retain 
Vendors

Legal 
Regulatory

Other



DO NOTIn the first
24 hours

✓ Quickly identify sensitive 
data and impact if leaked 
publicly (if exfiltrated)

How to Approach Ransomware Incidents

✓ Two swim lanes:
o Verify viability of backups and ability 

to restore without decryptor

o Engage with the threat actor

✓ Determine whether any 
obligations to notify patients, 
business partners or vendors 
have been triggered

✓ Develop & roll out 
communication to staff and 
other stakeholders

 Engage a vendor without 
consideration to legal privilege

 Directly engage with or 
negotiate with threat actor

 Put out any statement without 
legal review

 Create documents or reports 
without legal guidance

 Discuss the incident with 
individuals or organizations:
o Avoid speculation

o Avoid discussing matters “off the record”



Containment  

• Engagement of incident response and forensic 

experts by Breach Counsel under privilege

• Direction of privileged forensic investigation

– Creation of incident response SOW

• Initial Breach counsel considerations during containment phase:

– Scope of Incident - What systems are impacted?

– Ransom note? (Do not engage the threat actor!)

– Evidence of data exfiltration/theft ?

– Operational Status?

– Attack vector known? 

– Immediate containment steps possible?



Forensic Investigation 

• Conducted by third party forensic firm at the direction of legal counsel

• Importance of maintaining privilege over investigation and reports

– Be mindful about relying on existing service agreements – enter into a new statement of 

work/agreement related to the specific incident at hand 

• Scope of forensic investigation typically includes:

– Root cause of incident

– Attack vector

– Data exfiltration / unauthorized access

– Remediation recommendations (included in separate report) 

• Limit sharing of forensic report regarding 

– Requests from auditors, customers, vendors, other third parties 

– Consideration of other avenues to provide responses



Standalone Cyber Insurance Policies
First Party

▪ Incident Response:  Coverage for an actual or suspected cyber incident for costs related to retaining a 
“breach coach” and third-party computer expert services to determine the scope of the incident. Notification, 
credit monitoring, call center and public relations services may also be covered depending on the scope.

▪ Network Extortion:  Coverage for extortion monies and associated expenses arising out of a criminal threat 
to release sensitive information or bring down a network

▪ Data Recovery: Coverage for costs incurred to replace, restore or recollect data which has been corrupted 
or destroyed as a result of an incident.

▪ Business Interruption: Coverage for loss of income and extra expense arising out of the interruption 
of network service due to the incident. 

Third Party 

▪ Cyber, Privacy and Network Security Liability: Coverage for third party demands following data breach or 
failure of network security;

▪ Payment Card Loss: contractual liabilities owed to payment card industry firms as a result of a cyber incident;

▪ Regulatory fines and penalties (where legally insurable);

▪ Media liability: Coverage for liability following defamation or infringement online;

▪ Defense costs: Coverage for legal fees to defend against third party claims.



Cyber Bulletins



Key Takeaways:
• The cyber insurance market continues to mature in 

response to new threats

• Take advantage of services to help protect your network

• Be familiar with the lifecycle of how a cybersecurity 
incident is managed – who to call

• Know your insurance coverage and what it can do for you 
that is unique to your business



Questions?
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